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Cyber Attacks – Phishing Schemes 
 
 
Introduction 

 
In an effort to further enhance our company’s cyber defenses, we want to highlight a 
common cyber-attack that everyone should be aware of: phishing, and its various 
other forms. 

"Phishing" is the most common type of cyber-attack that affects organizations like 
ours. Phishing attacks can take many forms, but they all share a common goal, 
getting you to share sensitive information, such as login credentials, credit card 
information, or bank account details. 

This document describes phishing variations with examples: 

• Phishing 
• Spear Phishing 
• Whaling 
• Shared Document Phishing 
• Smishing 
• Vishing 

 
 

Avoid 
phishing 
schemes 

To avoid these phishing schemes, please observe the following email Best 
Practices: 

• Do not click on links or attachments from senders that you do not recognize. Be 
especially wary of .zip or other compressed or executable file types, such as 
.exe. 

• Do not provide sensitive personal information (like usernames and passwords) 
over email; legitimate businesses will never ask for this information over email. 

• Watch for email senders that use suspicious or misleading domain names. 
• Inspect URLs carefully to make sure they are legitimate and not imposter sites. 
• Do not try to open any shared document that you are not expecting to receive. 
• If you cannot tell if an email is legitimate or not, please delete or let the Service 

Desk or Security know. 
• Be especially cautious when opening attachments or clicking links if you receive 

an email containing a warning banner indicating that it originated from an 
external source. 

 
 

Phishing In a phishing attack, hackers impersonate a real company to obtain your login 
credentials. You may receive an email asking you to verify your account details with 
a link that takes you to an imposter login screen that delivers your information directly 
to the attackers. 
Example: 
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Cyber Attacks – Phishing Schemes 
 
 

Spear 
Phishing 

Spear phishing is a more sophisticated phishing attack that includes customized 
information that makes the attacker seem like a legitimate source. They may use your 
name, phone number, and refer to our Company in the email to trick you into thinking 
they have a connection to you, making you more likely to click a link or attachment 
that they provide. 
Example: 

 
 
 
 

Whaling Whaling is a popular trick aimed at getting you to transfer money or send sensitive 
information to an attacker via email by impersonating a real company executive. 
Using a fake domain that appears similar to ours, the email looks like a normal one 
from someone of the executive management team , typically the CEO or CFO. The 
email also asks you for sensitive information, including usernames and passwords. 

 
 
 

Shared 
Document 
Phishing 

You may receive an email that appears to come from file-sharing sites, like Dropbox 
or Google Drive, alerting you that a document has been shared with you. The link 
provided in these emails will take you to a fake login page that mimics the real login 
page and will steal your account credentials. 
Example: 
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  Smishing             Smishing comes in the form of a SMS text message. It is the fraudulent practice of ending 

text messages purporting to be from a reputable company or known individual, in order to 
induce individuals to reveal personal information such as passwords or credit card 
numbers. A smishing text may request a response from you to take additional steps, or 
open a link, and is often identified as ‘urgent.’ The recipient should delete the SMS text 
message AND block the caller. Do not respond as this only verifies your number to the 
sender. 

       
. 

          

 
 
 

 
Vishing Starts with a phone call from a scammer who tries to use social engineering tactics to get you 

to share information. Attractive to social engineer attacks because it bypasses technical 
safeguards. The goal is to get you to share personal information, financial information, or 
install software on your computer. 

 Some common scenarios include fabricating that you have:  
• A compromised account of importance to you 
• IRS Tax Scam, threatening to garnish wages or call law enforcement. 

 
What to do: hang up and contact the institution through publicly available information if you 
are uncertain if it is legitimate 

• The number on their website 
• Verify accounts yourself (do not let the attacker shadow this)   

 

 

 

   
  
Contact 

 
  
 
Please contact the Service Desk with any questions or concerns. 
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